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Security Quantitative Assessment Based on Fault Tree
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[ABSTRACT]

methods on security risk, a new method based on the fault

To improve the existing assessment

tree is proposed, which can be used in security quantitative
assessment of the component for aircraft. Firstly the fault
tree is denoted by probability importance degree, and the
effect parameter of fault is obtained by using probability
importance degree. And then the hazard degree of com-
ponent for aircraft is calculated. The difficult problem on
security quantitative assessment is also solved primarily.
Its application is shown that the approach can fully verify
the risk of component effect on flight security.
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Fig.1 Risk assessment process

2 CHEBHHREREITHTEIE

TN CHL BT BT AR B, A7 SERR RS T 42
AR Z M REE S 1 2= CH ZAEM . IR 2
PSRBT ARAE , 27 OHLOR B frid A v 22 4
PERFIE TARRIS — 20 M T ARRHLE, RALI % 2k
FAETFAEAE B AR . WA fE R SRS T kA
K ik SRR AT I L SR Ak AR IR T E



RESEARCH #*%Ei

JRUBS: 43 W i A BASERR B 55 B Sk T 1 2k ke
T2 A MEVEATPRA , 42 8 TAESCR , AR T KL
BRI R G — 12 4P XU s Ak bn e, 5 B LSS A L
B X e b %ot 2 4 e DR St AR oo P B A 0 A T T A e 4
PRBRLES, L e A e 4 o] REAE , B ML /AT
Lh,
21 ETEHRHREMNKRSHEERTHTE

IO 43 BT 2 92 [ DR 280 % 1 20 4D 60 44K
PRI — TR, 38 51207 15 AT 45 Rh R SR fs e 1
PRITEAL , HA T B JE LAk RE s, Bare A8 = N
AN 2 R H

TRHLEB e 4 B 1) R R e T 2 A T KU S 4K
FYBUE . H i D SCik 3 2 AR i KRR
TR BT 5 350 S5 5 TR R 2 R o AT i s A Ay it
B BT RAR AR, FBORCE W BUE A —
1 EAT T ORI AT ) A, TT R
W5 X i 2 AR XU S A 7 i o, BRI
wrs

s L HE R L FL AL G0 R 5 A 191 156 B R T =l
R )0 A 4 RS DA 7 s, AR % R Ge & 4 T AR IR
P20 R G R B A, 2 iR, Ho X, #oR
LRGSR i P

(1) 385 R RELE LR F BN Z 4, N
T Z O A TR A B RE BT, 1 Seis R AR
PEEXS LA THER | 28 T A3 2% R Ge ) i e 1% i
ks

T= X,X.X.X5 + XXX + XXX + XXX, (3)

HRIEFRIEF(3) ARE B, FRATASHERS H ot R G0l e

r A i
ﬁ A E|
4, A4,

foot

E2 FEIRTWHBERNRGEEN

Fig.2 Fault tree of fly-by-wire flight control system
in a certain type of aircraft
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Fig.3 Security risk assessment process
of component for aeroplane based
on fault tree
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Fig.4 Statistic analysis of aviation incidents resutted
from components failure
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